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Abstract—There is a rich recent literature on how to assist secure
communication between a single transmitter and receiver at the
physical layer of wireless networks through techniques such as
cooperative jamming. In this paper, we consider how these single-
hop physical layer security techniques can be extended to multi-hop
wireless networks and show how to augment physical layer security
techniques with higher layer network mechanisms such as coding
and routing. Specifically, we consider the secure minimum energy
routing problem, in which the objective is to compute a minimum
energy path between two network nodes subject to constraints
on the end-to-end communication secrecy and goodput over the
path. This problem is formulated as a constrained optimization
of transmission power and link selection, which is proved to be
NP-hard. Nevertheless, we show that efficient algorithms exist to
compute both exact and approximate solutions for the problem.
In particular, we develop an exact solution of pseudo-polynomial
complexity, as well as an c-optimal approximation of polynomial
complexity. Simulation results are also provided to show the utility
of our algorithms and quantify their energy savings compared
to a combination of (standard) security-agnostic minimum energy
routing and physical layer security. In the simulated scenarios, we
observe that, by jointly optimizing link selection at the network
layer and cooperative jamming at the physical layer, our algorithms
reduce the network energy consumption by half.

I. INTRODUCTION
A. Background and Motivation

Protecting the secrecy of user messages is a major concern in
modern communication networks. Due to the propagation prop-
erties of the wireless medium, wireless networks can potentially
make the problem more challenging by allowing an eavesdropper
to have relatively easy access to the transmitted message if
countermeasures are not employed. Our goal is to provide
everlasting security in this wireless environment; that is, we will
consider methods that will prevent an eavesdropper from ever
decoding a transmitted message, even if the eavesdropper has
the capability to record the signal and attempt decryption over a
long period of time. There are two different classes of security
techniques of interest here: cryptographic approaches based on
computational complexity, and information-theoretic approaches
that attempt to obtain perfect secrecy.

The traditional solution to providing security in a wireless
environment is the cryptographic approach: assume that the
eavesdropper will get the transmitted signal without distortion,
but the desired recipient who shares a key with the transmitter
is able to decode the message easily, while the eavesdropper
lacking the key must solve a hard problem that is beyond her/his
computational capabilities.In the information-theoretic approach
to perfect secrecy [1], on the other hand, the goal is to guarantee
that the eavesdroppers can never extract information from the
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message, regardless of their computational capability. Wyner [2]
and succeeding authors [3], [4] showed that perfect secrecy
is possible if the channel conditions between the transmitter
and receiver were favorable relative to the channel conditions
between the transmitter and eavesdropper. In this so-called
wiretap channel, perfect secrecy at a positive rate with no pre-
shared key is possible. This clearly satisfies the requirement for
everlasting secrecy, but it relies on favorable channel conditions
that are difficult (if not impossible) to guarantee in a wireless
environment. Hence, information-theoretic secrecy requires a
network design which inhibits reception at the eavesdropper
while supporting reception at the desired recipient.

Our work supports both a cryptographic (computational)
approach or information-theoretic approach. Per above, it is
advantageous in either case to seek or create conditions so as
to inconvenience reception at eavesdropper(s) while facilitating
communication of the legitimate system nodes. This has been
actively considered in the literature on the physical layer of
wireless networks over the last decade, with approaches based on
both opportunism [5], [6] and active channel manipulation [7],
[8] being employed. Most of these works have arisen in the
information-theoretic community and considered small networks
consisting of a source, destination, eavesdropper, and perhaps
a relay node(s) [6]-[12]. More recently, there has been the
active consideration of large networks with the introduction
of the secrecy graph to consider secure connectivity [13]-
[15] and a number of approaches to throughput scaling versus
security tradeoffs [16]-[18]. Hence, whereas there has been a
significant consideration of small single- and two-hop networks
and asymptotically large multi-hop networks, there has been
almost no consideration of the practical multi-hop networks that
lie between those two extremes. It is this large and important
gap that this paper fills.

B. Our Work

Consider a network where system nodes communicate with
each other wirelessly, possibly over multiple hops, such as
in wireless mesh networks and ad hoc networks. A set of
eavesdroppers try to passively listen to communications among
legitimate system nodes. To prevent the eavesdroppers from
successfully capturing communications between system nodes,
mechanisms to thwart such are employed at the physical layer
of the network (i.e., physical layer security). Two nodes that wish
to communicate securely may need to do so over multiple hops
in order to thwart eavesdroppers or simply because the nodes are
not within the reach of each other. While we make no argument
about the optimality or practicality of any specific physical layer



security mechanism, for the sake of concreteness, we focus on
cooperative jamming, which has recently received considerable
attention [7]-[12]. In cooperative jamming, whenever a node
transmits a message, a number of cooperative nodes, called
jammers, help the node conceal its message by transmitting a
carefully chosen signal to raise the background noise level and
degrade the eavesdropping channels. Because our general phi-
losophy applies to any physical layer approach, the framework
can be extended to include other forms of physical layer security.
However, some of the attractive features of cooperative jamming
that motivated us to consider this technique include:

1) Opportunistic techniques [5], [6] that exploit the time-
varying wireless channel may suffer from excessive delays.
For applications that require security without an excessive
delay, active channel manipulation such as cooperative
jamming should be adopted. The price to be paid, in this
case, is the increased interference due to jamming.

2) Multi-antenna systems can also be used to jam eaves-
droppers. However, the use of multiple antennas on every
wireless device may not be feasible due to cost and
size (e.g., wireless sensors). Cooperative jamming is a
distributed alternative to multi-antenna systems.

3) The implementation of node cooperation, while requiring
a more complex physical layer, is advancing rapidly [19],
[20] and has been incorporated in commercial wireless
technologies such as LTE systems [21]. Indeed, node
cooperation at physical layer has been implemented on
software-defined [22] as well as commodity radios [23].

In this general case, the main questions are: (1) how to choose
the intermediate nodes that form a multi-hop path from the
source node to the destination node, and (2) how to configure
each hop at the physical layer with respect to the security and
throughput constraints of the path. Specifically, the problem
we consider in this paper is how to find a minimum cost
path between a source and destination node in the network,
while guaranteeing a pre-specified lower bound on the end-to-
end secrecy and goodput of the path. In a wireless network,
transmission power is a critical factor affecting the throughput
and lifetime of the network. With cooperative jamming at the
physical layer, transmission power is even more important due
to the additional interference caused by jamming signals if they
need to be employed. Thus, in this work, we consider the amount
of end-to-end transmission power as the cost of a path with the
objective of finding secure paths that consume the least amount
of energy. In turn, such paths, by minimizing interference in
the network, result in higher throughput. Note that solutions
employing power only at the nodes transmitting the messages
(and no cooperative jamming) are part of the space over which
the optimization will be performed; thus, if it is more efficient
to not employ cooperative jamming, such a solution will be
revealed by our algorithms.

While it might seem that physical layer security techniques
can be extended to multi-hop networks by implementing them
on a hop-by-hop basis, in general, such extensions sacrifice
performance or are not feasible. The eavesdropping probability
on a link is a function of the power allocation on that link. A
hop-by-hop implementation is unable to determine the optimal

eavesdropping probability and consequently power allocation for
each link in order to satisfy the end-to-end constraints (i.e.,
the chicken-egg problem). Moreover, a hop-by-hop approach
overlaid on a shortest path routing algorithm might pay an enor-
mous penalty to mitigate eavesdroppers on some links (e.g., by
routing through a node with one or more links, that, because of
system geometry, are very vulnerable to nearby eavesdroppers).
A routing algorithm that is designed in conjunction with physical
layer security can selectively employ links that are easier to
secure when it is power-efficient to do so and, in such a way,
minimize the impact of the security constraint on end-to-end
throughput.
Our main contributions can be summarized as follows:

o We formulate the secure minimum energy routing problem
with end-to-end security and goodput constraints as a con-
strained optimization of transmission power at the physical
layer and link selection at the network layer.

« We prove that the secure minimum energy routing problem
is NP-hard, and develop exact and e-approximate solutions
of, respectively, pseudo-polynomial and fully-polynomial
time complexity for the problem.

« We show how cooperative jamming can be used to establish
a secure link between two nodes in the presence of multiple
eavesdroppers or probabilistic information about potential
eavesdropping locations by utilizing random linear coding
at the network layer.

e We provide simulation results that demonstrate the signif-
icant energy savings of our algorithms compared to the
combination of security-agnostic minimum energy routing
and physical layer security.

Finally, while there are numerous works on secure routing
in wireless networks (see, e.g., [24] and references therein),
their focus is on preventing malicious attacks that disrupt the
operation of the routing protocol using such mechanisms as
authentication and cryptography. The focus of this paper, on
the other hand, is on secure transmission of messages via the
most cost-effective paths, which is orthogonal to the secure
routing problem considered in the existing literature. Also, our
approach is complimentary to those security techniques that
rely on network topology [25], [26], by providing a mechanism
to find a minimum-cost path that is information-theoretically
secure, regardless of the diversity of paths in the network.

The rest of the paper is organized as follows. Our system
model is described in Section II. The optimal link and path
cost are analyzed in Sections III and IV. Our routing algorithms
are presented in Section V. Simulation results are discussed in
Section VI, while Section VII concludes the paper. Due to space
limitation, some proofs, technical details and simulation
results are omitted from this version and can be found
(online) in [27].

II. SYSTEM MODEL AND ASSUMPTIONS

Consider a wireless network where each node (legitimate
or eavesdropper) is equipped with a single omni-directional
antenna. A K-hop route IT between a source and a destination
in the network is a sequence of K links connecting the source to



the destination!. We use the notation IT = (¢1,..., (k) to refer
to a route that is formed by K links /1 to £. A link ¢}, € IT is
formed between two nodes S; and D on route II. We assume
that every link ¢}, is exposed to a set of (potential) eavesdroppers
denoted by &£. Whenever S, transmits a message to Dy, a set of
trusted nodes, called jammers, cooperate with Sy to conceal its
message from the eavesdroppers in & by jamming Si’s signal
at the eavesdroppers. The set of the jammers cooperating with
Sy is denoted by Jj, = {J1...,J7,}, where |A| denotes the
cardinality of set .A. Throughout the paper, we use the notation
b, = (Sk, Dy, &y, jk) to identify link ¢j,.

In the following subsections, for notational simplicity, we may
drop the link index k whenever there is no ambiguity.

A. Wireless Channel Model

Consider the discrete-time equivalent model for a transmission
from node S to node D. Let xg be the normalized (unit-power)
symbol stream to be transmitted by S, and let yp be the received
signal at node D. We assume that transmitter .S is able to control
its power Pg in arbitrarily small steps, up to some maximum
power P,.x. Let np denote the receiver noise at D, where
np is assumed to be a complex Gaussian random variable with
E [|Inp|?] = No. The received signal at D is expressed as

yp =V Pshspzxs+np, (D

where hg p is the complex channel gain between S and D. The
channel gain is modeled as hg p = |hS’D\eGS’D, where |hg p|
is the channel gain magnitude and g p is the uniform phase.
We assume a non line-of-sight environment, implying that |hg p|
has a Rayleigh distribution, and that E[|hs p|?] = 1/d% ,,, where
ds,p is the distance between nodes S and D, and o is the path-
loss exponent (typically between 2 and 6). This is the standard
narrowband fading channel model employed in the physical layer
literature [28].

B. Adversary Model

We limit our attention to non-colluding passive eavesdroppers
as in prior work [6]-[12]. Although there are other forms of
adversarial behavior, their consideration is beyond the scope of
this paper.While the literature on physical layer security often
assumes not only eavesdropper locations but also either perfect
(e.g., [8]) or imperfect (e.g., [12]) knowledge at the transmitters
and jammers of the complex channel gains of the eavesdropping
channels (i.e., availability of instantaneous eavesdropper channel
state information (CSI)), we consider the more realistic scenario,
in which CSI for eavesdropping channels is not available.

Specifically, we assume that each link ¢ is subject to po-
tential eavesdropping from a set of locations denoted by &, =
{El, s Bg }, where the probability of eavesdropping from
location E; is given by p(F;). Although our model cannot be
applied to every possible scenario, it is more general compared
to the models in the literature on physical layer security (see [7]—
[12], and references therein) and can be used to represent a
wide range of eavesdropping scenarios. For example, setting
all p(E;)’s to 1 for a link models multiple eavesdroppers for
that link. Other examples include military scenarios where the

IThe terms “path” and “route” are used interchangeably in the paper.

locations of enemy installations are known, or wireless networks
where a malicious user(s) has been detected. In general, for any
given link, there is only a limited region around the link that can
be exploited for eavesdropping (due to the attenuation of wireless
signals). By dividing the effective eavesdropping region to a few
smaller areas (for example, by tessellating the eavesdropping
region [29]), one can compute the most effective eavesdropping
location within each area, and consequently, construct the set of
eavesdropping locations for that link. As the uncertainty about
the location of eavesdroppers increases, so does the cost of
establishing a secure link as will be shown in the next section.

C. Physical Layer Security Model

Consider a secure link formed between source S and receiver
D with the help of jammers J. For the moment, we assume
that cooperative jamming is implemented at the physical layer
to deal with a single eavesdropper E located at a fixed position.
Later, in Section III, we show how this physical layer primitive
can be used to provide security against multiple eavesdroppers
or unknown eavesdropping locations.

When node S transmits a message, there are multiple ways in
which cooperative jamming by system nodes can be exploited,
ranging from relatively simple noncoherent techniques to sophis-
ticated beamforming techniques [30]. Since the implementation
of beamforming in other contexts, with the same challenges
of synchronization in the wireless environment, is advancing
rapidly [19], [20], we assume that the jammers cooperatively
beamform a common artificial noise signal z to the receiver in
such a way that their signals cancel out at the receiver [31]. The
noise signal z is transmitted in the null space of the channel
vector hp = [hy, p,hyy Dy - -, h_]m,D]T where, hj, p denotes
the channel gain between jammer J; and destination D and AT
denotes the conjugate transpose of vector A. Thus, the signal
transmitted by the jammers can be expressed as s; = h3 z,
where h7 is a vector chosen in the null space of hp. It follows
that the total transmission power of the jammers is given by
Py =| h$ ||%. Then, the signals received at the destination and
the eavesdropper are given by

yp =/ Pshspzxs+np,
ye =/ Pshs.pxs +hphpz +ng,

where, hy = [thE,hJ%E,...,thmE]T is the channel gain
vector between the jammers and the eavesdropper, and np and
ng denote the complex Gaussian noise at the destination and
eavesdropper, respectively, with E [|np|*] = E [|ng|*] = No.
Although the jammers try to prevent the eavesdropper from
successfully receiving the message, there is still some probability
that the eavesdropper actually obtains the message due to the
fact that the channel to the eavesdropper is unknown in our
model, i.e., hgp and hg g are unknown. Recalling that the
signal-to-interference-plus-noise ratio (SINR) at the destination
is controlled via power control, let vr denote the minimum
required SINR at the eavesdropper in order to violate the
security constraints of the protocol (e.g., for the cryptographic
case, the SINR above which the eavesdropper can record a
meaningful version of the transmitted signal; in the information-
theoretic case, the SINR, above which, for a given wire-tap code,
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the equivocation does not equal the entropy of the message).
Let SINRg denote the SINR at the eavesdropper. We have
(see [27]):

8.
—Nove pig

LN Py
+ Ps ZJiEJ d(}zE

P{SINRp > 75} < .0
1

where d4 p is the distance between nodes A and B. In the
remainder of the paper, we use (3) in equality form to compute
the eavesdropping probability for a given jamming power Pj.
While this results in a (slightly) conservative power allocation,
it is sufficient to satisfy the security requirement of each link.

D. Routing Model

Consider a K-hop route IT = (¢1,...,{k) between a source
and destination in the network. Let £ denote the set of all
possible routes between the source and destination. Let C(IT)
denote the cost of route II, which is defined as the summation
of the costs of the links forming the route. With slight abuse of
the notation, we use C(¢) to denote the cost of link ¢j, as well.
The secure routing problem is then defined as follows.

SMER: Secure Minimum Energy Routing Problem

Consider a wireless network and a set of eavesdroppers dis-
tributed in the network. Given a source and destination, find a
minimum energy path 11I* between the source and destination
subject to constraints m and A\ on the end-to-end successful
eavesdropping probability and goodput of the path respectively.

Let A(¢) denote the goodput of link £, € II. We have,
II) = mi 4
AIT) = min A(6), )

where A(IT) denotes the goodput of path II. Since goodput of a
link is an increasing function of the transmission power of the
transmitter of that link, a necessary condition for minimizing
power over the path II is given by A(¢x) = A, for all ¢ € II.
Thus, our power allocation scheme (see Section III) establishes
links that achieve exactly the minimum required goodput \. Con-
sequently, the constraint on the end-to-end goodput is satisfied
by any path in the network, and hence does not need to be
explicitly considered when solving SMER. As such, SMER can
be formally described by the following optimization problem:

I = arg min Z C(lx)
fel ®)

s.t. P {eavesdropping on route IT} < T,

for some pre-specified 7 (0 < 7 < 1).

The constraint on the route eavesdropping probability in the
above optimization problem can be expressed in terms of the
eavesdropping probability on individual links /; that form the
route II, as Heken(l —7g) > 1 —m, where 7, (0 < 7, < 1)
denotes the successful eavesdropping probability on link £j.

Lemma 1: The cost of route II is a monotonically increasing
function of [, cpy(1 — ).

Proof: See [27]. [ |

Thus, to minimize the cost of the optimal route, the in-
equality constraint can be substituted by the equality constraint

[I;,en(1 — m) = 1 — 7. On each link £, it is desirable to
keep the successful eavesdropping probability 7; close to 0. In
this case, the product [[, (1 — 7x) can be approximated by
the expression 1 — > ¢,e11 Tk- By substituting the approximate
linearized constraint in the routing problem, the following opti-
mization problem is obtained

IT* = arg 1_Imeug L}% C(t)
k

s.t. Zﬂ'k:ﬂ"

In the rest of the paper, we focus on this optimization problem.

(6)

III. SECURE LINK COST

Let C({)) denote the cost of link ¢, = (Sk, Dy, Ek, Ji). The
link cost is composed of two components: (1) the source power,
and (2) the jammers power. Then, C(¢) is given by:

c(ty) = P& + PP, (7

where Pék) and P}k) denote, respectively, the average source
and jammers power on link ¢;. In the following subsections,
we will compute the optimal values of Pék) and P}k) under the
constraint of eavesdropping probability .

A. Source Transmission Power

Assume that the (complex) fading channel coefficient hg, p,
is known at the source Sy of the given link ¢;. Because we
are trying to maintain a fixed rate (and, hence, a fixed received
power), the source will attempt to invert the channel using
power control. However, for a Rayleigh frequency-nonselective
fading channel, as assumed here, the expected required power for
such an inversion goes to infinity, and, hence truncated channel
inversion is employed [28, Pg. 112]. In truncated channel in-
version, the source maintains the required link quality except
for extremely bad fades, where the link goes into outage. When
a link is in a bad fade, the source will need to wait until the
link improves before transmitting the packet and delay will
be incurred. To limit the delay, we maintain a given outage
probability p per link. Then, for a given packet, we need to
transmit at rate R = A/(1 — p) to maintain the desired goodput
. Associated with that rate R is the SINR threshold vp = 2% —1
required for successful reception at the link destination [28].

Let Pék) denote the average transmission power of S, and
let Ps(.k)(|h5k, p,,|?) denote the power used for a given packet
as a function of the power |hg, p,|? in the fading channel
between S, and Dj. Per above, below some threshold T,
the source will wait for a better channel. From the Rayleigh
fading model employed, |hs, p,|? is exponential with parameter
1/dg, p,; hence, 7= —1In(1 —p) - dg, p, and truncated chan-
nel inversion yields:

D% b, s> T
Pék)(lhsk,DkF):{hsk’Dklz S ool 2T

0, |h5k1Dk‘2 <7
Then, the average power employed on the link is given by:

1 e D —x
P(k) - % ’ dgkA,Dke dz =~p ko - dgk,Dw )

S

1- PJr
where £, is a constant that depends on the parameter p.



B. Jammers Transmission Power

Our physical layer security primitive described in Section II
can provide security only against a single eavesdropper at a
fixed location. To achieve security in the presence of multiple
eavesdroppers or uncertainty about the location of eavesdroppers,
we utilize random linear coding on each link (other forms of
coding [32] can be equally incorporated).

Consider link #; between transmitter S, and receiver Dy
with the associated set of potential eavesdropping locations
& = {E17...,E|gk|}. Transmitter S, performs coding over
|Ex| messages accumulated in its buffer for transmission to Dy.
To generate a coded message, Sy selects a random subset of
the messages in its buffer and adds them together (module-2).
To recover the original messages, the receiver needs to collect
|| linearly independent coded messages. In order to transmit
only linearly independent coded messages, S keeps track of the
coded messages it has transmitted so far. Let m; denote the i-
th coded message that is being transmitted to Dj. To securely
transmit m;, Sy employs the cooperative jamming primitive of
Section II assuming that there is an eavesdropper in location
FE; € &. Since each coded message is hidden from at least one
eavesdropping location, it is guaranteed that an eavesdropper
located at location Ej, for all E; € &, will not be able to
obtain any information about the original messages.

Note that our model can be extended to handle colluding
eavesdroppers by requiring that at least one of the coded mes-
sages be protected against all eavesdroppers (see [27]).

1) Single Eavesdropper: Let my(|hs, p,|?) denote the prob-
ability the eavesdropper achieves SINR greater than threshold
~vE for a given source to destination channel hg, p, (recall that
the source power will fluctuate as hg, p, fluctuates, and this
will impact the interception probability at the eavesdropper). To
maintain a given 7, it is sufficient to maintain 7 (|hs, p,|?) =
g across all |hs, p,|?. Under this condition, using (3), it is
obtained that

1

T = "/Edgky (10)

Ey P§k>
pék) Zjiejk s

Ji . By,
Let 7Tk<i)

1+

2) Multiple  Eavesdroppers: denote  the
successful ~ eavesdropping  probability on  link  /
conditioned on having an eavesdropper at location
FE;. The unconditional eavesdropping probability
on link /¢ is then given by the approximate relation
T = ZEI_G&: pi(F;) -7 (1), where py(E;) is the probability of
having an eavesdropper at location F;. Since jamming power
depends on the location of the eavesdroppers, by optimally
allocating jamming power to each potential eavesdropping
location, we can minimize the total jamming power across all
eavesdropping locations for a given link.

The minimum jamming power for link ¢; over all eaves-
dropping locations & is given by the solution of the following
optimization problem:

min
PS (i) E,c&;
7 pe(E) - mili) = m,

E,€&;,

k .
P& (i)

(11)
s.t.

where P}k)(i) = ZJjEJk Pj(k)(z) is the jamming power condi-
tioned on the eavesdropping location E;. Define ¢ () as follows

N ds, B; \ 1
d)k(z) o ’Y’;Ifcp (ds:,Dk) ZJjEJk d‘}j,Ei ) (12)

After substituting for 7 (¢) using (10), we obtain the following
optimization problem:

rr}iin

P @) gicg,
E;

s.t. Z L)(k) = Tk

Fiee, L+ or(i)P) (4)
The optimization variables in this optimization problem are
the jamming powers P}k) (7). Using the Lagrange multipliers

technique, it is obtained that [27]

PP ()

13)

P (E;)
(= L VAT (14)
d)k(l) ZE ce Pg(fg)
1 E€EK k(i

Consequently, the average jamming power per message on link
l is given by:

2
() _ 1 1 pr(E:) | _ 1 I S
L ey (ZEiGSk bk (1) ) 1€kl ZE’LEEk bk (4) (13

IV. SECURE PATH COST

In this section, we formulate the optimal cost of a given path
II subject to an end-to-end eavesdropping probability .

A. Optimal Path Cost

Consider a given path IT. We find the optimal cost of path II
by solving the optimization problem (6). Consider link ¢;, € II,
where ¢, = (Sk, Dk, Ek, Ji). Define xj, and yj, as follows:

_ _1 Pr(Ei) _ 1 1
Tk = g Yopea\ e 2 Uk = 57 Upes, 70

By substituting the above expressions in the optimal routing
formulation described in (6), the following optimization problem
is obtained for minimizing the cost C(II) of route II:
; pk) o plh)
min > Ps" +Fj
J LR €ll

2
s.t. ( Lh

(16)
71@) =
o e Yk +P§ )

The optimization variables in this optimization problem are
jamming powers P}k). Using the Lagrange multipliers technique,
the following relation for the optimal eavesdropping probability
7, on link ¢ is obtained [27]
_ Tk
Zei en Ti
For a given route II and end-to-end eavesdropping probability
m, we can use (17) to divide 7 between links ¢; € II. Having
computed 7, the optimal power allocated to jammers on link
¢y, is given by the following expression:

1
P‘sk):;.xk Zz"’_y’“
Len

Tk - 17)

(18)

which yields the following expression for the cost of link ¢

Cly) = ((’Yskp)'dgk,Dk_yk)‘F%(l’k > ai), for by €10+ (19)
L; e



Consequently, the cost of secure route II is given by:
2

e = 3 ((rshe) a3 p, — )+~ (32 )

L €Il L€l

(20)

To this end, for a given route II between the source and
destination, the optimal cost of II subject to the end-to-end
eavesdropping constraint 7 is given by (20). The optimal cost
is achieved by allocating Pék) and Pﬁk) to each link £ € II
using (9) and (18), respectively. Thus, SMER is reduced to
finding a path, among all possible paths between the source
and destination, that minimizes the optimal path cost (20). The
following proposition formally states this result.

Proposition 1: SMER with end-to-end eavesdropping and
goodput constraint 7 and A, respectively, is equivalent to finding
a path that minimizes the optimal path cost C(IT) as given
by (20).

B. Optimal Path Cost Structure
Define C;(¢x) and Ca(¢)) as follows:

Ci(le) = (vskp) - dS, p, — Yk

1 (21
CQ (Ek) - \/77_ Tk
Then the optimal path cost (20) can be expressed as
2
cm =3 e+ (X caw) - 22)

03, €11 S

It is important to note that, while the C;({x)’s may assume
negative values, the path cost structure in (22) is monotonous
in the num‘t}er of links, i.e., if a path II is a subset of a path
II, then C(II) < C(II). This is because m < 1, and it can be
shown that (Y, oy xk)Q > >, e k- Consequently, (22) is
minimized by a simple path.

V. SECURE MINIMUM ENERGY ROUTING

In this section, we begin by establishing that SMER is
NP-hard. Then, by exploiting the structure of the optimal so-
lution, we employ dynamic programming to obtain a pseudo-
polynomial time algorithm that provides an exact solution. This
means that the problem is weakly NP-hard [33], thus fully
polynomial time approximate schemes are possible. Accordingly,
we conclude the section by presenting a fully polynomial time
e-approximation algorithm for the problem, which takes an
approximation parameter ¢ > 0 and after running for time
polynomial in the size of the network and in 1/e, it returns a
path whose cost is at most (1 + ¢) times more than the optimal
value.

A. Computational Complexity

We first show that our routing problem is NP-hard.
Theorem 1: Problem SMER is NP-hard.

Proof: We describe a polynomial time reduction of the
Partition problem [33] to SMER. Given a set of integers
S = {ki,ko,... . kn}, with 3" | k; = 2. K, the Partition
problem is to decide whether there is a subset S’ of S such
that >, g k; = K. Given an instance S = {ki,ka,..., kp}
of the Partition problem, with "  k; = 2+ K, we construct

the following network. The set of nodes is identical to S. For
i = 1to n — 1, we interconnect node k; to node k;;; with
two links, as follows: an “upper” link ﬁg“), to which we assign
Cr(l"™) =2 K - k; and Co(£{")) = 0, and a “lower” link £,
to which we assign C; (£)) = 0 and Co(¢") = k;.

Lemma 2: The answer to the Partition problem is affirmative
iff the solution to SMER in the constructed network, i.e., the
minimum value of (22) of a path between nodes k; and k,,

equals 3 - K2,
Proof: See [27]. [ |
Since the Partition problem is NP-complete [33], the theorem
follows. ]

B. Pseudo-Polynomial Time Exact Algorithm

First, scale the values of the Cy(¢)’s for any link ¢ in the
network so that they are all integers. Let B denote an upper-
bound on the sum of the C5(¢)’s on any simple path. A trivial
bound is given by B = (N — 1) -CJ"**, where N is the number
of nodes in the network and CJ*** is the maximum value of
C2(¢) among all network links.

Algorithm 1 DP-SMER (source s, dest. d, network ).

/* path cost from s to itself is always 0 */
forb=1— B do
Cs(b) =0
/* initial path cost from s to any other node is infinite */
for all n; € N, n; # s do
for b=1— B do
for b=1— B do
/* all node pairs can form a link and be neighbors */
for all n; € A do
for all n; € A do
/* update path cost via the neighboring nodes */
if b+ CQ(le) < B then
t=0C; (b) +C1 (&7)
if t < Cj (b + CQ(Zij)) then
I1; (b + C2(£;5)) = @ /* set n;’s parent to n; */
C;(b+ C2(Lij)) =t /* update path cost */
/* include the “b” component, i.e., Co, in the path costs */
forb=1— B do
Ca(b) = Cq(b) + b?
/* choose the best value for reaching the destination */
b" = arg rnbin Ca(b)

return [C(b*), I1(b")]

Our algorithm, termed DP-SMER, is listed above. DP-SMER
iterates over all values of C3(¥), i.e., Co(f) = 1,2,..., B, and
for each value of Cy(¢), it minimizes . C;(¢). Upon return, the
algorithm returns the cost of the optimal path from source s to
destination d along with the structure II that contains the network
nodes that form the path.

Theorem 2: DP-SMER runs in time O(N? - B), where N
is the number of nodes in the network. Upon completion, the
algorithm returns an optimal solution to Problem SMER.

Proof: See [27]. [ |

C. Fully Polynomial Time e-Approximation

As in the previous section, we scale the values of the Ca(£)’s
for any link ¢ in the network so that they are all integers and



denote by B an upper-bound on the sum of the C2(¢)’s on any
simple path.

The above pseudo-polynomial solution indicates that SMER
is only weakly NP-hard (see [33]), which enables us to apply
efficient, e-optimal approximation schemes of polynomial time
complexity, similar to the case of the widely investigated Re-
stricted Shortest Path problem (RSP, see, e.g., [34] and refer-
ences therein). The RSP problem considers a network where
each link has two metrics, say ‘“cost” and “delay”, and some
“bound” on the end-to-end delay. Then, for a given source-
destination pair, the problem is to find a path of minimum cost
among those whose delay do not exceed the delay bound. This
weakly NP-hard problem admits efficient e-optimal approxima-
tion schemes of polynomial complexity, e.g., [34].

We turn to specify our approximation scheme for SMER
by a simple employment of any solution to the RSP problem.
First, a technical difficulty arises in applying RSP approximation
schemes to SMER. Recall that while link costs as given by (19)
are non-negative, C;(¢) can be negative for some links £. In
RSP, specifically in the approximation scheme of [34], it is
assumed that link costs are non-negative. Nevertheless, we show
that the original network with possibly negative link weights can
be safely transformed (i.e., without affecting the identity of the
solution) to an expanded network with non-negative link weights,
by employing the following pre-processing step:

Algorithm 2 Expand_Network (source s, network A).

1) Add the source node s to the expanded network.

2) For each node u (u # s) in the original network, add N — 1
replicas denoted by u(1),u(2),...,u(N — 1) to the expanded
network.

3) For each link ¢, from node s to node u in the original network,
add a link from node s to node u(1) in the expanded network
with the same metrics as for the original link.

4) For each link ¢, in the original network, where u # s, u # d,
v # s, and for each h = 1,..., N — 2, add a link between node
u(h) and node v(h + 1) in the expanded network with the same
metrics as for the original link.

5) For each link £ in the expanded network, add some (identical to
all links) bias § > 0 to each link cost C1(¥) so that the new link
costs would be non-negative.

The following lemmas establish the relation between the
shortest paths in the original network and the shortest paths in
the expanded network.

Lemma 3: A path that is shortest w.r.t. the biased metric
(C1(¢) + 0) among those that obey a bound on the > Cy(¢)
and have precisely h hops, is also shortest w.r.t. the unbiased
metric C; (¢) among those that obey the same bound on > Cs(¥)
and have precisely h hops.

Proof: See [27]. [ |

Lemma 4: A shortest path from source s to node d(h) in the
expanded network has precisely ~ hops.

Proof: See [27]. [ |

For a given approximation value € > 0, let 7 = ¢/3. Further-
more, let L be the smallest integer for which [(1 4+ 7)*] > B.
Our algorithm, called e-SMER, is listed below. In this algorithm,
e-RSP refers to an e-optimal approximation solution for RSP.

Algorithm 3 e-SMER (error ¢, source s, dest. d, net. ).

N = Expand_Network(s, \)
for all £ € NV, do
cost(£) = C1(0)
delay(£) = C2(¥)
forl=1— L do
delay_bound = [(1 +n)"]
/* compute the approximate h-hop path */
forh=1— N —1do
[C(1,h),TI(I, h)] = e-RSP(e, s,d(h), Ny)
/* compute the actual cost as per SMER metric */
C(l,h) = (C(l,h) = h-8) + [(1+n)")?
/* choose the best [ and h for reaching the destination */
(I",h*) = arg n;l}ln C(l,h)

return [C(1*, h*), TI(I*, h*)]

In the e-SMER algorithm, for each considered delay bound
[(1 4+ n)'], N — 1 instances of the approximation solution to
the RSP problem, for the same bound, are run on the expanded
network: in each instance h, we consider s to be the source and
d(h) to be the destination. Using Lemma 4, it is straightforward
to verify that, in each instance h, the RSP approximation
obtains a solution that satisfies the required delay bound with
the restriction that the path has precisely h hops (in both the
expanded and the original network). Therefore, per considered
bound on the Co(¢) metric and per possible number of hops
up to N — 1, we get an e-optimal path with respect to the
original metric C;(¢) (of precisely that many hops). It follows
from Lemmas 3 and 4, that, by comparing all solutions (for
all considered bounds on the C3(¢) metric and number of hops
h), we will find a shortest e-optimal path that corresponds to an
e-optimal solution to SMER. This is established next.

Lemma 5: Let 1I* be an optimal solution (path) to SMER.
Denote by C(IT*) and C(II), the costs, per the SMER metric, of
the optimal solution and of the solution obtained by e-SMER,
correspondingly. Then:

C(IT) < (1 +¢) - C(IT*) - (23)

Proof: See [27]. [ |

Lemma 6: The computational complexity of e-SMER is

O(A -1 .log(B)- N?), where O(A) is the computational com-
plexity of the employed approximation scheme for RSP.

Proof: See [27]. [ |

Theorem 3: e-SMER is an e-optimal approximation scheme
of polynomial complexity. In particular, when employing the
approximation solution of [34] to the RSP problem, e-SMER
runs in O(NS - (loglog N + 1) - 1 - log(B)) time.

Proof: The RSP scheme of [34] has computational complex-
ity of O(N - M - (loglog N +1/€)) for N nodes and M links. In
worst-case, when the network forms a complete graph, we have
M = O(N?). The proof then follows from Lemmas 5 and 6. B

More efficient versions of e-SMER should be possible, yet
our goal has been to show that fully polynomial time e-
approximation schemes (FPTAS) exist for the NP-hard problem
SMER.



VI. SIMULATION RESULTS
A. Simulation Environment

We have implemented our routing algorithms in a custom-built
simulator. We simulate a wireless network, in which nodes are
distributed uniformly at random in a 5 x 5 square area with node
density 0 = 3. We also place a number of eavesdroppers in the
network with density og, as described later. We consider one
eavesdropper per link. Every node has a maximum transmission
power that is set in such a way that the resulting network
becomes connected (the absolute value of the maximum power
does not affect the results). We choose two nodes s and d
located at the lower left and the upper right corners of the
network, respectively, and find paths from s to d. We then
compute the total amount of energy consumed on each path using
different routing algorithms. The performance metric “energy
savings” refers to the percentage difference between total energy
used by different algorithms with respect to the benchmark.
For simulation purposes, we set 71 = 0.1, op = 1, Ng = 1,
vp = 0.8, and yg = 0.6, unless otherwise specified. The
numbers reported are obtained by averaging over 10 simulation
runs with different seeds.

B. Simulated Algorithms

In addition to DP-SMER and e-SMER, we have also imple-
mented a security-agnostic algorithm based on minimum energy
routing as a benchmark to measure energy savings achieved
by our algorithms. The benchmark algorithm, called security-
agnostic shortest path routing (SASP), is described below. Note
that some of the optimizations described in Sections III and IV
have been incorporated in SASP, making it a considerably
efficient benchmark (see Subsection VI-C).

Algorithm 4 SASP (source s, dest. d, network N).

1) Find a shortest path in terms of transmission power between s
and d ignoring eavesdroppers. The standard Dijkstra’s algorithm
can be used for this purpose.

2) Use (17) to allocate an optimal eavesdropping probability to each
link of the computed path.

3) Use (18) to allocate power to jammers on each link with respect
to the allocated eavesdropping probabilities in step (2).

C. Results and Discussion

Effect of Eavesdropper Location on Link Cost. Fig. 1 shows
the cost of establishing a secure link between source S (placed at
the center) and destination D for different eavesdropper locations
and m = 0.001. In the figure, the color intensity at each point
is proportional to the amount of energy required to establish the
link if the eavesdropper is placed at that point. Clearly, by some
maneuvering around an eavesdropper, a significant reduction in
energy cost can be achieved as the eavesdropper becomes almost
ineffective in some locations.

Effect of Optimal Secrecy Allocation on Path Cost. Instead
of optimal allocation of eavesdropping probability and jamming
power (using (17) and (18)) to each link of a path, a simple
heuristic is to divide 7 equally across the links. That is, if
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Fig. 1: Effect of eavesdropper location on link cost.

the path contains h links, then each link ¢j is allocated suf-
ficient jamming power to satisfy the eavesdropping probability
7, = 7/h. In Fig. 2, we have depicted energy savings that can
be achieved “solely” by optimal secrecy allocation compared to
equal allocation for a fixed path that is computed by SASP. Inter-
estingly, as the number of eavesdroppers increases or the signal
propagation becomes more restricted, optimal secrecy allocation
becomes even more important, achieving energy savings of up
to 72% (47%) for o = 4 (o = 2) in the simulated network.
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Fig. 2: Energy savings achieved by optimal secrecy allocation.

(b) Effect of eavesdropping prob.

Non-uniform Eavesdropper Placement. To gain more insight
about the behavior of different routing algorithms, in this experi-
ment, rather than randomly distributing eavesdroppers in the net-
work, we strategically place them close to the line that connects
the source and destination. Ideally, SMER and e-SMER should
avoid the shortest path that crosses the network diagonally. This
is indeed the behavior observed in the simulations as depicted in
Fig. 3 (x and y axes show network coordinates, while ‘x’ and ‘*’
denote, respectively, eavesdroppers and regular network nodes).
As expected, SASP blasts right through the eavesdroppers, while
SMER, 0.1-SMER and 1.0-SMER route around them resulting
in 88%, 86% and 85% energy savings, respectively.

——DP-SMER
—0—0.1-SMER
——1.0-SMER
-O-SASP

T
Fig. 3: Snapshot of paths computed by different algorithms.
Uniform Eavesdropper Placement. In this experiment, eaves-
droppers are placed in the network uniformly at random. As



seen in Fig. 4, our algorithms consistently outperform SASP
for a wide range of eavesdropper densities and eavesdropping
probabilities. In particular, energy savings of up to 99% and
98% (for @ = 4) can be achieved by SMER and 0.1-SMER,
respectively.
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Fig. 4: Energy savings with uniform eavesdropper placement.

Effect of Network Size. Fig. 5 shows the energy savings
achieved by different algorithms in networks with varying sizes.
The “network dimension” refers to the length of one side of the
square area that contains the network nodes. As observed from
the figure, the energy saving is an increasing function of the
network size. The reason is that, as the network size increases
so does the average length of the path (in terms of the number
of hops) between the source and destination nodes. The longer
paths provide more opportunities for energy savings on each link
of the path resulting in increased overall energy savings.

Effect of Jamming Set. The cardinality of the jamming
set affects the power allocation to jammers. Fig. 6 show the
energy savings achieved by varying the number of jammers that
participate in secure transmissions on each link. Interestingly, our
experiments show that a small number of jammers, namely 2, is
sufficient to obtain most of the benefits of cooperative jamming,
which should greatly simplify any practical implementation.

VII. CONCLUSION

This paper studied the problem of secure minimum energy
routing in wireless networks. It was shown that while the
problem is NP-hard, it admits exact pseudo-polynomial and
fully polynomial time e-approximation algorithmic solutions.
Furthermore, using simulations, we showed that our algorithms
significantly outperform security-agnostic algorithms based on
minimum energy routing. Finally, we note that our work can be
potentially extended to incorporate other secrecy models. Such
extensions are left for future work.
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