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Abstract for a profit. More importantly, the key insight underlying
our “black market botnets” is this:
Botnets have yet to be exploited to their full potential, be-
cause they have yet to take advantage of all the informa- The botmaster does not know what documents
tion available to them. A botmaster who controls a botnet are valuable to the adversary.
can use technology that exists now to create an infrastruc-
ture for selling information to third parties in a new way, Notice the important distinction between this scenario
exploiting the so-called “Long Tail.” This results in noand what happens in current botnets, where botmasters
one, not two, but three new markets and untapped revehaevest information they know has value, like credit card
streams for botmasters. We outline motivations for suahd PIN numbers. In contrast, the botmaster in our black
a business model, as well as the mechanics of a possihbrket botnets willnot know what has value, and will
implementation. We then present a variety of defenssmmpensate by allowing their customers — the adversaries
against this scenario. —to search for what they want.
In business terms, the botmaster of a black market bot-
net is taking advantage of the “Long Tail” [2]. This is the
1 Introduction name given to the observation that the total sales volume
of specialized items, targeting niche markets, can compete
Many details about people are best retrieved at the soutw#h sales of mass-market items. The trick is that sell-
the computer which a person uses to store their inforn&fs must be able to provide specialized iterficiently,
tion digitally. Users enter information about almost evegnd customers must be able to find them easily. In botnet
aspect of their lives. This is particularly true in a busine&&rms, the sales curve might look like Figure 1.
environment, where email is a key form of communica- Besides being able to target new niche markets, there
tion, and internal documentation and reports are createcanother advantage to the botmaster. Because of the
constantly. This leads to a question. Can users’ priva@arcity, or maybe even uniqueness, of the specialized
documents beelectivelystolen by an adversary? documents being stolen and sold, adversaries would pay
Botnets play a critical part in answering this questiofuch higher prices than they would for run-of-the-mill
The zombie computers that comprise a botnet have acda§rmation. The botmaster of a black market botnet may
to the private documents of the people that use the zombie
computers, to documents that would otherwise be inac-

cessible to adversaries. However, not all adversaries hawi Credit card
the desire or capability to establish a botnet. ° nurrbers

Enter the botmaster. The botmaster, the person whc g /
creatgs and pperates a botnet, is not the gdversa_ry (atleag Compromising
not directly) in this paper. The botmaster is a businessper- ¢ celebrity info Design
son, who has access to private documents through thei § documents from

; Company XYZ

botnet. They do not necessarily want these documents /
themselves, but there are many adversaries who would
the motivation for the botmaster is to sell the documents Market specialization

1We use the term “adversary” to generically refer to someone with . . .
malicious intent with respect to a targeted person or organization. Figure 1: The Long Tail of a black market botnet



find the Long Tail good for both total sales volume and
profit.

There are many possible scenarios in which a botmas-
ter could sell specific documents to adversaries. For the
sake of discussion, we ignore the fact that few of these
scenarios would be legal:

Deploys Deploys

Botmaster

Search
queries

¢ A company looking for information about current re- Search
search projects of their competitors could search for Botnet interface <:>
internal documents from competing companies.

Search
Victim results Adversary

e A company could perform “market research” on cus- (document excerpts)
tomers.

Figure 2: Basic architecture of a black market botnet
e A private investigator could use private documents as

another source of information in their investigations.

2 Basic Black Market Botnet Archi-
e Paparazzi could search for information on celebri-
ties. tecture

o Terrorists could search for security weaknesses Gpnceptually, a black market botnet consists of two parts.
looking for classified documentation on a target fa=irst, there is the botnet that has access to salable docu-
cility. ments. Second, there is a mechanism through which ad-

versaries can search for documents of interest. In practice,

e Counter-terrorism agencies would be able to sean¢fe search mechanism may be hosted by machines in the
for intelligence to thwart terrorists’ plans. botnet.

An ad that is planni ¢ ted electron Because the total volume of documents on all of a bot-
* An adversary that IS planning a targeted electronl,, computers would be large, we assume that it is not

aFtack_agamst an organization (_e.g., using soc_lal $8asible to transfer all documents to a central location
gineering) could start by searching for insider infor-

i bout th i ati King their att C&their entirety. We therefore assume that adversaries’
mation about the organization, making their attacs, 5 ¢, gueries would be injected into the botnet, and the
more convincing.

botnet would return the search results. (We revisit this
« Police agencies could use private documents I .terassumptlon.lnthe next section.) This leads to the ar-
itecture shown in Figure 2. We note that the botnet does

an attempt to catch people who commit seriol% . . .
crimes, like people who produce child pornograph ot even need to be excessively large for this to work, just
’ /ell-targeted: for example, a botneffecting only For-

While the legal ramifications of this would requir . . .
some consideration, evidence acquired by iIIiCitI)}_une 500 companies would contain documents of interest

conducted computer searches has been admitted E)?@ number of adversaries. o
viously [27—29]. To sea_rch documents, one option is for the bqtmaster
to use existing peer-to-peer software and searching algo-
Itis important to stress that this threahistjust another rithms in their botnet (e.g., those used by the Gnutella
“doom-and-gloom” scenario. Shortly after we completeat FastTrack networks [13]). Indeed, botnets have been
the first draft of this paper in February 2007, the Gozi Trésnown to employ P2P structures already [9]. Adversaries
jan was discovered in the wild. This Trojan steals post&@uld use peer-to-peer clients to submit their search re-
web form data and transmits it to the botmaster’s web sitgjests to the black market botnet. The search results
adversaries can search through the captured data and wotld only contain a small, fixed excerpt of the docu-
chase the results [15]. While currently restricted to a fixedent, rather than the entire file. This would prevent ad-
type of data, Gozi demonstrates that the general threatwegsaries from piecing together a document based on re-
describe is beginning to evolve. peated search results. Recent peer-to-peer file sharing ap-
While we would like to put a dollar amount on the marplications typically include search features to allow users
kets we present, it is not yet possible to do so in at find files based on attributes like their name, type, and
meaningful way. Unlike fledgling studies of current ursize. While these attributes might prove useful, more
derground economies [12], there is no extant data to &@mplex indexing of documents on zombie machines will
gathered and analyzed, nor is it clear what value an adv&most certainly be required.
sary would place on an invaluable document. Another search option would be for the botmaster to



pabilities. A zombie could download and install Google
Desktop, letitindex all of the documents on the computer,

Deploys Deploys - -
and then direct search queries to Google’s software. How-
ever, while convenient for the botmaster, this approach
Botmaster .
does not solve the problem of excessive query results.
This issue is the subject of the next section.
— For completeness, although it is probably obvious,
Search/ an adversary who finds an interesting document excerpt
Botnet = auson <::> would be able to purchase the entire document from the
) botmaster. Payment could be managed through estab-
Victim Interesting Adversar i i
document excerpts y lished means, like WebMoney, e-gold, or PayPal.

Figure 3: Advanced architecture with search term iden
fication

5 e(vil)Bay: Advanced Black Mar-
ket Botnet Architecture

construct their own web search portal, allowing adveg the Jast section, we assumed that the botmaster would
saries to use regular ng browsers to search. Obvioughf know what documents were interesting to an adver-
the botmaster takes a risk here, beca_luse the search pggﬁ}; this assumption helped shape the basic black mar-
can be shutdown. Spammers and phishers have dealt Wi yotnet's architecture. This setup was limited in ef-
this problem for years, safeguarding their websites usifgveness, however. In this section, we explore how the
methods like bullet-proof hosting [23], fast flux [22], an§gtmaster can have zombies automatically identify poten-
levels of redirection [30]. tially interesting search terms.

Regardless of the mechanism used to perform searche®grre et al. discuss a system for text mining [10], the
the question ohow an adversary would search for docfirst part of which is to algorithmically extract what they
uments of interest still remains. One possibility is thakll features, or “significant vocabulary items,” such as
adversaries could use a traditional keyword-based seargfedit line.” Amazon has followed along similar lines
However, this approach would be limited. In particulayith their “Statistically Improbable Phrases” (SIPs) [1].
the onus is on the adversaries to enter the magical incal8gPs are phrases gathered from books or other literary
tion of keywords to find what they are looking for. Moreworks that are mostly unique to each book. For exam-
over, due to the vast numbers of documents that wouldle, if one particular book mentions “fuzzy bunnies on
available to a large botnet, a search query that includfg beach at sunset” multiple times, but very few other
common words would return far too many documents koks use this phrase, then this would be a SIP for the
easily sift through. Web site search engines mitigate titjgok. Closely related is the concept of “inverse document
problem by ranking results based on the popularity offieequency” (IDF) [24], a measure which can be used to re-
web site, but private documents of interest to only a feweve individual documents containing a term which oc-
adversaries cannot be ranked the same way in terms@fs in few of all the available documents.
popularity. A ranking could be constructed of the popu- The ability to automatically identify potential search
larity of various search terms rather than of the documerdésms suggests that afigirent architecture for the black
themselves, aiding the adversary in constructing usefihrket botnet is possible, shown in Figure 3. Upon iden-
searches, but revealing information to defenders who tffying terms, a zombie could take excerpts of those terms
filtrate the search interface. A search term ranking al@@th a small amount of their context in a document, and
assumes some degree of commonality in search termsirafsmit the excerpts to a search interface. The search in-
assumption that may not be valid depending on where t@fface would perform adversaries’ searches locally on the
adversary sits on the Long Tail. excerpts, rather than send queries into the botnet. For a

How can a botnet befiectively searched for interestingootmaster, this architecture has the advantage of less tell-
documents? The simplest approach would be to seatale trefic to zombie computers, at the cost of a central-
recently edited documents, assuming the adversary \wikd target for defenders.
want current information. However, only looking for re- There are other advantages, too. A straightforward
cently edited documents would miss other potential tawearch interface would meet the needs of an adversary re-
gets, such as the previous year’s tax returns. Therefaaerdless of where their interests were on the Long Tail.
more sophisticated indexing methods must be used. lAatomatically collecting interesting excerpts from the
botmaster chooses to use existing software, Google Deslack market botnet would allow the excerpts to not just
top already provides indexing and document searching ba- searched, but be advertised — they may be of interest



to more than one adversary, be sitting at the thicker paduld be accomplished if the botmaster provided adver-
of the Long Tail. The “search interface” could then bsaries with a program able to decode an image. Such pro-
an auction site, where adversaries can bid on the dogwams are freely-available, mitigating trust issues between
ment excerpts. The adversary who wins the auction pdy@masters and adversaries. A more elaborate program
the botmaster, who then instructs the zombie computerctmuld even search eBay using their API [11], and auto-
send the document to the buyer. matically decode images in the search results. The hidden
When document excerpts are posted for auction, a boits could be checksummed, to allow the program to dis-
master has two options as to how and where the lighiguish between actual hidden information and random
ings are posted. First, the botmaster could create thgarbage.
own auction website, though as with the search portal deOnce a listing is found, adversaries would use eBay like
scribed in the previous section, there is a risk that the siteany other auction. The successful bidder pays the bot-
will be shut down, depriving the botmaster of incomenaster using an payment system such as e-gold or PayPal,
This is the approach taken by Gozi [15]. as before. Upon receipt of the payment, the botmaster
Second, a botmaster could use an existing auction wiapuld then provide the full document to the buyer. If the
site. As the largest and most recognized auctioning s#@cument is small enough, another option would be to en-
we use eBay as an example. The black market botRBtpt the document and include it in the auction posting,
wouldn’t be able to post fragments of documents directhp that only the decryption key needs to be provided to the
on eBay, as it would be trivial for the site’s operators teuyer.
take down such listings. Instead, the listings would need
to be obfuscated, so that an average viewer would not .
know the illicit nature of the auction. Steganography—iﬁf Additional Revenue Streams
formation hiding — has obvious application here (for more,
see [19]). Many auction sites such as eBay allow sellershe auction or outright sale of documents to adversaries
postimages of an item being sold, and this presentsagb‘b@ne revenue stream for botmasters, but black market
opportunity to apply steganography to hide information PPtnets present two more.
the images. From a human’s perspective, the auctioned
@tems will look perfect_ly normal: a battered old teapot b_Qt_l Bidding Wars
ing sold, complete with a picture. However, adversaries
who knows what to look for will be able to uncover inforThe botmaster could start a bidding war between the orig-
mation about the real document being sold. This is similzal owner of the document and an adversary. The docu-
to reported criminal activity, where drugs are being sofdent’s owner would be extorted into paying the botmas-
on eBay using cover items [32]. ter into keeping the document private. This would work
If a black market botnet were to use images contaiparticularly well against large corporations or celebrities.
ing hidden information in eBay listings, two main issuedowever, this is likely to erode any trust the botmaster
must be addressed: how does an adversary find the illRJjoys from the adversaries.
listings, and how does an adversary extract the hidden inAlso, the nature of this activity is overt. It is conceiv-
formation? To answer the first question, a botmaster caiple that an adversary could sell many documents from
provide adversaries with a list of accounts with which thgne victim under normal circumstances, but once a bid-
items are posted. This list could be distributed througting war started, the victim would be alerted to the zom-
different kinds of channels, such as direct communicatibi¢’s presence and take counter-measures.
over IRC, which is already known to be used by fraudsters
selling credit cards and other personal information [254. 2
eBay has a search utility where one can limit search re-
sults to a specific seller. Adversaries can use this seafshpresented, adversaries’ search queries in a black mar-
utility to quickly locate listings which are about privatéet botnet are ephemeral; if a document of interest ap-
documents. Of course, if the botmaster only has oneggars only seconds after an adversary searches, the adver-
two accounts, eBay would eventually find the accourgary will not see it. An outgrowth of the black market
and shut them down. However, phishers have also ddaitnet scenario is for the botmaster to allow adversaries’
with this problem for years. Their solution is to simplyjueries to persist, to watch for new documents matching
move on, and provide the new information to their targeise search criteria.
(in this case, the buyers). This is certainly not an idealThere are definitely tradéis. For the adversary, per-
solution, but as long as it is good enough, a botmaster vgiktence raises the risk of information exposure should the
be able to maintain operations. black market botnet be compromised by defenders. Such
Decoding the steganographically-hidden informatianformation could reveal the identity of a targeted person

Query Persistence



or company, for example, which the adversary may wishents and other personal information for longer periods
to keep secret. of time [4]. Government legislation mandating data re-
For the botmaster, query persistence provides anottention for auditing purposes, such as the Sarbanes-Oxley
revenue stream, as a value-added service that adversd#sonly provides more opportunities for a black market
can be charged for. Extending this idea, the botmask@tnet to gain access to private documents [8]. Archived
could allow adversaries to inject “agents” into the botnédbcuments must therefore be handled with great care.
or the search interface. Adversaries could then not onlyDigital Rights Management. Another way to limit ac-
have persistence, but could perform much richer searchesss to private documents is to use digital rights manage-
not limited by the botmaster’s provided search interfacenent (DRM). The idea is that, if a document is only read-
Allowing agents might seem like the botmaster is plaeble on a particular zombie computer, then it's not usable
ing a high degree of trust in adversaries, but this is not teigen if the document is stolen.
case. A savvy botmaster would not allow arbitrary agentsA simple DRM technique, for example, would be to
to run, but only safe, code-signed agents that the botmpsstect documents with a password. When combined with
ter provides to adversaries, for a fee. It is thus not orgyrong encryption, where the password is the encryption
safe, it is a business opportunity for the botmaster. Tkey, this scheme limits a black market botnet’s access to
botmaster protects their investment in the black markmivate documents, much like saving the documents on
botnet by maintaining control of agents and also the nunemovable media. However, a similar problem also exists
ber of concurrent agents, to avoid the botnet being ovar-that documents are immediately accessible to a botnet
loaded. The botmaster also opens up a new market watice decrypted.
the black market botnet, selling agents to adversaries.  Various DRM schemes exist, and in 2003 the World In-
tellectual Property Organization published a comprehen-
sive study on various DRM technologies [31]. In partic-
5 Defenses ular, implementations of DRM systems for documents al-
ready exist [17].
Several methods can be used to defend against black matse SteganographyAnother possible defense against
ket botnets; some proactive, others reactive. Most of thiack market botnets would be to use steganography to
defenses are not mutually exclusive, and therefore muHide very sensitive documents. Users could hide sensi-
ple defenses can (and should) be employed. tive financial information on their computer inside a seem-
Preventing Infection. Preventing computers from be-ingly harmless image of their puppy. In this sense, all of
coming part of a botnet, i.e., avoiding infection by Internghe steganographic techniques that can be used by black
worms and other malicious software, is the maBtetive market botnets to hide postings on auction sites can be ap-
defense. The usual suspects are helpful here: installpiigd to defend against them. The drawbacks to steganog-
the latest patches, using firewalls, running up-to-date amtiphy are the limited storage capacity itays, and ex-
virus software. tra steps required of the user to hide and retrieve their
Limiting Document Exposure. A cautious user might documents. And, once a document is extracted from its
attempt to hinder a black market botnet by limiting acsteganographic cocoon, it is again vulnerable to persistent
cess to private documents. This could be accomplishgdck market botnet queries.
by moving infrequently-needed documents fiine stor- ~ Document Fingerprinting. If one assumes that it will
age; documents that are saved on a DVD and stored dpeaimpossible to fully protect every private document on
bookshelf simply won'’t be within reach of an adversarg computer system, then the next best defense is to find
However, if the user does require a document and insests how documents are leaking, and plug those holes after
the DVD into their computer, then it instantly becomethe fact. Reactive defenses may not be an ideal approach,
accessible and vulnerable again. but it is unlikely that every single black market botnet sce-
While certainly not a complete defense, limiting docuzario can be predicted and proactively defended against.
ment exposure througHftine storage would act as part ofingerprinting is a technique where each copy of a doc-
a defense in depth. The implication is that a black mark&nent contains some unique modification (fingerprint) so
botnet would not know when interesting documents méyat the document can be examined later to determine who
become available, nor how long such documents will ritis copy belonged to [21].
main available. This further motivates the use of agentsFingerprinting research is typically aimed towards mul-
that perform persistent queries in the black market botntedia content, where content distributors attempt to pre-
as discussed in the last section. That said, this defemnsat piracy by linking copies of the multimedia content
takes extra planning andfert to implement, and is notto specific “owners.” A corporation could take a sim-
likely to be practical for everyday use. ilar approach when releasing documents under a non-
A related issue is the current trend in retaining docdisclosure agreement. In the context of this paper, how-



ever, a corporation would need to not only fingerprint domalware-based extortion attack, this one against broker-
uments which are distributed to external organizatioregje firms, but is silent on how exactly malware is to au-
but also documents which are distributed within the cortematically find sensitive documents to extort with. This
pany. This way, if a document is harvested from an iis a common problem with extortion scenarios: how does
fected computer on the inside and later appeared in soma&lware decide what is valualdensitivgincriminating?
public forum, it would be possible to trace the documeBliack market botnets, in contrast, harness the intelligence
back to the computer that it leaked from. of human adversaries to find interesting documents, a

Follow the Money Trail. The key motivation pre- mechanism which is both simpler and more reliable.
sented in this paper for a botmaster to gather private docBond and Danezis [5] argue that people may willingly
uments is the monetary incentive. Thus, money will bestall and maintain malicious software on their machines,
trading hands frequently in exchange for documents. dfid one of the incentives for this is access to a compro-
law enforcement agencies stumble across even a handfided computer’s files. They even suggest a search fa-
of buyers, they may be able to trace payments to their desity. However, their “Satan” virus extends the invitation
tination and catch the botmaster. More proactive law eonly to people in a victim’s social network; our scenarios
forcement agencies may even conduct sting operationsgayend far beyond this in their scale, and are much more
purchasing documents themselves for the purposes of fdhusible.
lowing deposits to the botmaster’s bank account. Chau et al. have examined the possibility of finding

Unfortunately, laundering money is a well-developeflaudsters on eBay [7]. They were interested in mining
process, and it is hard to weigh the possible successvafious pieces of information from eBay’s online records,
tracing money to the botmaster against the deploymeniexamining them to spot fraudsters, as well as locate ac-
proactive defenses. complice accounts. Part of their implementation was

Active Countermeasures. Similar to existing honey- building a graph of which accounts traded with other
pots used to track spammers and Internet worms [14], sgseounts; eBay conveniently provides this information
tems can be set up to provide fake documents for a blabkough their user feedback system. They were able to
market botnet to mine. If combined with fingerprintingidentify several accounts which were involved in fraudu-
the owner of a document honeypot could gain extra ilent sales, and several other accounts which were presum-
sight into how black market botnets work, such as tlably used by the fraudsters in order to boost the trustwor-
characteristics that make a document interesting to adwbiness of the accounts used in the fraudulent sales.
saries. Given this extra knowledge, a large document honChau’s research raises two interesting points. Like
eypot with many fake documents could be establishedritany papers in the area of computer security, results that
order to decrease the signal-to-noise ratio in the auctiame published with good intentions can be turned around
The “good guys” could even bid on the fake documeng®id used for malicious purposes too. Therefore, if re-
to throw df black market botnets that learn from previousearchers can follow the graph of traders in order to lo-
sales. That said, this “defense” would be yet another argse accomplice accounts, adversaries in our black mar-
race which does not address any of the underlying issies botnet scenario could use the same technique to find
involved, and is perhaps best left to people with too muelher documents being sold. This could be an extension
time on their hands. to the implementation outlined previously. A botmaster

could open several accounts on an auction site, and post

documents using all of the accounts. The botmaster cre-
6 Related Work ates some number of transactions between the accounts

by selling and then buying their own (fake) items. Then,
Schechter and Smith have discussed how a botmasédher than giving out the complete list of accounts to ad-
could sell access to infected computers [20]. Howevagrsaries, adversaries find the other accounts by looking
for an adversary to correctly guestiichcomputer holds through the feedback for the known accounts. This pro-
interesting information is a hard problem, one that a blaekdes yet another way for the botmaster to obscure their
market botnet naturally solves. activities for investigators.

Although a botmaster engaging in extortion is not good Yu and Chiueh have proposed an interesting approach
for business in the long run, the idea of compromiséd digital rights management, where they never give users
computers being used to extort payment from their ownerscess to an underlying document, but still allow users to
has been examined. One way of accomplishing this isiew and update the document. They call their system a
encrypt files on the compromised computer, after whié¢Bisplay-Only File Server” [35]. Their belief is that by
the adversaryfbers to decrypt them for a price [34]. Thidimiting the ways in which a user can interact with a doc-
is not just academic; a number of cases have occurrediiment, they can prevent a user from stealing the document
the wild [3, 16, 18, 26]. Young [33] presents yet anothevith digital means. That is, they acknowledge that a user



can still take a photo of their monitor, but the user canf3] J. Bates. Trojan horse: AIDS information introduc-
not simply copy the document using the computer (steps tory diskette version 2.0Virus Bulletin pages 3-6,

are taken to try and prevent screen capturing through soft-
ware). In the case of a black market botnet, a display-onl

file server (DOFS) would prevent harvesting document

from an infected computer, because the documents sim-
ply do not exist there. A DOFS has clear advantages in a
corporate environment, which could supply the necessa
DOFS infrastructure, but would be of little help to the av-
erage home user. Furthermore, as Yu and Chiueh admit, it

is not possible to prevent screen captures completely.

7 Conclusion

In this paper we have presented a scenario where a b
master can use existing technology to create novel mar-
kets that exploit the Long Tail, where adversaries pur-
chase private documents stolen from victims’ computers.
There is a clear motivation for creating these markets,
both for adversaries who would like access to the dodg]
uments, and for botmasters who would be able to profit
from providing the access that adversaries desire. In ad-
dition to the primary revenue stream of document sales,
there are additional revenue streams in document biddifgl

wars and supplying agents for persistent queries.

But this is only the beginning. Researchers studying
the Long Tail phenomenon have conjectured that there
are “second-orderfiects” of the Long Tail on producers
and consumers [6]. The unfortunate implication is that,
the market for private documents becomes popular, n
niche black markets will emerge that are currently unfath-

omable.
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